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License compliance with Al-assisted coding

0L YOUR FRANKIE

Julian Coccia, CTO
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"Black and white sketch of a happy witch typing on a laptop” generated with DreamStudio.ai

“Al’s ban, like witchcraft in the Middle Ages, is fueled by fear”



Software Development Landscape

* Increasing adoption of Open Source OO0 ot componiion

Analysis, 2021

* Governments demanding SBOMs

& GitHub Copilot [ tabnine

* Proliferation of Al-assisted coding ©openar

“Third-party software integration is today almost involuntary®



“Black and white sketch of a worried programmer”, generated with DreamStudio.ai

“Developers who don’t use Al are being eclipsed by those who do”



Source Code Vs Human lanquage

Limited set of instructions Thousands of words and expressions
Precise, unambiguous, and deterministic Ambiguous and context-dependent
Higher chance of Al generating existing material Lower chance of Al generating existing material

*We enforce software licenses with laws made for human expression”



“Black and white sketch of a thinking writer”, generated with DreamStudio.ai

“Computers learn from existing copyrighted code, just like humans”
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Would courts relax towards Al generated code?

“As judges remain human, Copyright Law and existing jurisprudence will hold sway®



Risks of unknown Software Composition

License Compliance

* Trade Compliance (Export Control)

, o “*You can’t
* Security Vulnerabilities

* Code quality comply with/protect

* Component health (obsolescence) what you can’t see”

* Quantum-unsafe encryption

®* Otherrisks
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The Gray Zone




®)scaN

Verbatim Copy: Example

n Winnowing algorithm in c

< /1 Here's an implementation of the Winnowing algorithm in C:

BUFFER_RATE 4
e GRAM_SIZE 30
WINDOW_SIZE 64

length)

table[ 1;

init = 0;

if (!init) {
init = 1;

) Copy code
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Verbatim Copy: Example

1= last) {

shing :
4-16T02:12:00+00
unreflicenses/(
hashes[*counter] = calc_crc32c(( *)&hash,
lines[*counter] = line; () e M < [ )] https://github.com/scanoss/wfp/blob/maste [ﬁ + O
last = hash;
124
(*counter)++; 125 /% Add the given "hash" to the "hashes" array and the corresponding "line" to the "lines" array
126 updating the hash counter and returning the last added hash ¥/
last; 127  uint32_t add_hash(uint32_t hash, uint32_t line, uint32_t *hashes, uint32_t x*lines, uint32_t last,
128 {
129
130 /* Consecutive repeating hashes are ignored */
131 if (hash != last)
() 132 {
133 /% Hashing the hash will result in a better balanced resulting data set
text[] = 134 as it will counter the winnowing effect which selects the "minimum"
) 135 hash in each window */
winnow(text, strlen(text)); 136
returr H 137 hashes [*counter] = calc_crc32c((char *)&hash, 4);
138 lines [*counter] = line;
139
140 last = hash;
141 (kcounter)++;
- - — - = - 142 b
Note that this implementation uses a sliding window of size 64, a gram size of 30, and a 143
buffer rate of 4. The “calc_cre32c" function is used to calculate the hash of each gram. The 144 return last;
145 }

“winnow " function iterates over the text, calculating the hash of each gram and adding it to 146



“Black and white sketch of a detective checking a computer screen through a magnifying glass”, generated with DreamStudio.ai

“ldentifying undeclared components is key to a complete SBOM”



Introducing SCANOSS

* Automated license compliance validation tool

* Integration with CI/CD pipelines

Entirely Open Source

* Largest database of known Open Source

Available for free: OSSKB.ORG



Software Composition Analysis

®* Accurate, standardized detection of code plagiarism

Adopted by Open Source communities B e rooue D)

» FOSSLight fossology

Adopted by SCA suppliers Trust 7

Validated by European courts
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Plagiarism check by detecting known 0SS

irepath = **
in ( 'basis-link', 'basis’,
in ( 'ure-link', 'ure',
S th. le(realpath(basepat Rlih

ntinue

file=24e35278ad5d4d3babe7379dc34d5bce,439,pasted.wfp
5=369450fc
6=bf7226a9
8=b04dd861
9=9727e3cd
11=2152ba16

‘unorc')):

dlinb))))

{

“"snippet.py": [
L

"source_hash":

“file_url" https:

“licenses"
{

"name":

“obligations"
“copyleft:

“patent_hints!

"incompatible_with

ho




Presence in public repositories

$ pip3 install scanoss
$ scanoss-py scan mycode/

$ npm install -g scanoss
$ scanoss-js scan mycode/

O https://github.com/scanoss



®)scaN
First Multi-platform Auditing App

@ Reports
Detected dentified
Licenses Matches for license
—— Component Vendor
85D-3-Clause mzmine3 mzmine
B Apache20
[ e Apsche Software
License; Version 2.0
Matches
o
96% _ N
o
Match
Scanned Files: 1783 Match
Vulnerabilites
0 0 0 0
AN (HIGH ~MODERATE [LOW
LICENSE COPYLEFT  INCOMPATIBLE LICENSES
B> Bspa-
? Apache-  Apache-  Apsche-  5° &
GPL-2.0-only » ~ s 4 Clause-  FTL G OpenssL
Clause UG
BSD-3-Clause
Apache-2.0

The Apache Software License;
Version 2.0

B8SD

mT

Python-
20

Version

Windows-latest

b
acknowledgement

Xereess-
u

12%

Paused

> Resume
X Stop

v 5 mycode

O LICENSES
3 cli-scanner
3 docker
03 docs
~3 frontend-apps
frontend-bugs
kb-importer
ubernetes
ng
1g-java
\g-java-init
\g-java-reach
\g-java-reach-soot
ng-java-reach-wala
ing-python
patch-analyzer
patch-lib-analyzer
4 plugin-gradle
3 plugin-maven
> O3 repo-client
3 rest-backend
3 rest-lib-utils
03 rest-lib-utils-init
3 rest-nvd
3 shared

O https://github.com/scanoss/audit-workbench

“§ mycode

Q

cxf-rt-ws-
security
®32

mycode > Detectec

commons-
fileupload

7



Public Knowledge Base API

https://osskb.org/api

$ scanoss-py scan
$ scanoss-js scan

@ scanoss N




Bottom line

* Embrace Al-assisted development
* Validate your software composition with SCANOSS

* Foundational to all angles of Open Source risk



Julian Coccia
julian.coccia@scanoss.com

https://scanoss.com
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